
ANNEXURE C 
 

Date: - 01 March 2024 

 

Subject: -  Proposed amendments to the JSE Equities Rules and Directives – 

Trading Member Market Access 

 

Introduction and Background 

The level of automation adopted by market participants in their trading 

activities, and the prevalence of high-speed electronic trading in the JSE 

equities market, is continuously increasing.  Notwithstanding the many 

benefits derived from the use of sophisticated trading technology by market 

participants, the risks associated with the use of this technology need to be 

appropriately managed.  But equally, the general risks to the integrity and 

orderly operation of the market associated with all forms of order generation 

and trade execution – from manual order entry to complex algorithmic trading 

- need to be appropriately managed, and the use of sophisticated technology is 

often a vital component of the measures that member firms need to 

implement to manage those risks, given the volume and complexity of 

members’ trading activities.  Therefore, the impact of technology on both 

market activity and risk mitigation is growing, and the JSE’s regulatory 

requirements need to adapt to appropriately recognise that. 

 

The potential impact of a trading error or a rapid series of errors, emanating 

from computer or human error, or a malicious act, has become more severe in 

financial markets with a high degree of automation and high-speed electronic 

trading.  Algorithms or other computerised systems that generate orders can 

potentially generate a significant number of erroneous orders, or orders that 

otherwise affect the orderly operation of the market, in a very short period of 

time, if there is some form of malfunction in the system, or if the operator of 

the system did not anticipate the adverse manner in which the system could 

react to certain market information.   When problems of this nature occur, the 

harm that could be caused to the market can occur quickly and can be much 

more difficult to mitigate.  A lack of, or weakness in, technology-based pre-

trade risk controls can further contribute to the likelihood that problematic 

computer-generated orders can be submitted to the market, with all the 
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resultant harmful consequences thereof.  But experience has shown that 

human errors, either in order entry or through a failure to react appropriately 

to market information, can also cause significant disruption to the orderly 

operation of the market, and the lack of, or weaknesses in, pre-trade risk 

controls to mitigate the risks associated with these human errors is also a 

contributing factor to the harm caused to the market by these errors.  

 

The JSE Market Regulation Division is of the view that the current equity 

market rules and directives need to be enhanced to effectively address the 

range of issues associated with members’ access to the JSE equities trading 

system.  When compared to the requirements in a number of peer 

jurisdictions, there are some gaps in the manner in which the equity rules and 

directives deal with the risks relating to the various forms of market access.  

The Market Regulation Division is therefore seeking to close these gaps and 

ensure that the rules and directives are ‘fit-for-purpose’ for the current market 

dynamics, where technology plays an increasingly important role. 

 

The current JSE directives have included extensive provisions on Direct Market 

Access (“DMA”) for many years.  The rules and directives currently define DMA 

as the process whereby an order is received electronically by a Trading Services 

Provider (‘TSP’) from a client and then submitted electronically to the JSE 

equities trading system by means of the order entry application operated by 

the TSP, without the intervention of a registered securities trader. The 

directives also contain an application and authorisation process for the use of 

DMA by a TSP, including minimum control requirements and standards for 

TSPs that provide DMA to their clients. These minimum requirements include 

controls to help prevent trade errors and manipulative practices, as well as 

audit trail and settlement assurance requirements.   

There are also reasonably comprehensive operational requirements in rule 

6.10.10 (relating to security procedures and the transmission of data) and in 

various provisions in Directive BT, that apply to all forms of market access.   

But the requirements in the rules and directives on market access in relation to 

trade errors, manipulative practices, and settlement assurance, are 

significantly more comprehensive in their application to DMA access than what 

they are in their application to the other types of market access.  Current 
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Directive BT 9, which deals with the avoidance of erroneous orders and 

settlement assurance, does apply to all forms of market access, and to both 

client and proprietary orders, but the requirements in this directive are stated 

in broad terms.  Directives BT 10 and BT 11, and the accompanying approval 

process, expand on these broad requirements, but only in relation to DMA 

access. The directives do not expand on the measures required to avoid trade 

errors, manipulative practices, and settlement failures in relation to the 

manual submission of orders to the JSE trading system or in relation to 

proprietary orders.  This is the gap that the Market Regulation Division wishes 

to address. 

Naked market access (sometimes referred to as unfiltered access or sponsored 

naked access in some international jurisdictions) contemplates an arrangement 

whereby a trading member allows a client to use its trading member ID to 

obtain unfettered access to the exchange’s trading system without any pre-

trade validation.  The client’s orders effectively by-pass the order management 

controls and filters which the trading member has implemented to assess the 

market impact of client orders before the orders are submitted to the trading 

system.     

The Securities and Exchange Commission in the United States of America has 

for some time now effectively prohibited naked access across all securities 

exchanges under its jurisdiction, by implementing rules which require that all 

orders need to go through a broker’s pre-trade risk filters before being 

submitted to a trading system.  Other jurisdictions such as the United Kingdom, 

the European Union and Australia effectively adopt a similar approach to 

naked access in that none of these jurisdictions permit client orders to be 

submitted to a trading system without passing through appropriate member-

administered risk controls (i.e., filters). 

Currently, the JSE equities rules and directives do not permit naked access in 

relation to DMA client orders, by virtue of the DMA provisions in Directive BT.  

In that regard, the JSE’s requirements are not out of line with the requirements 

in other jurisdictions.  However, our gap assessment has revealed that the JSE’s 

market access requirements are not as robust as those in many other 

jurisdictions in relation to other types of market access that could effectively 

result in a form of naked access if the appropriate risk controls are not in place.  

For example, we know that many proprietary orders submitted to the JSE 

trading system originate from client swap or CFD orders, but because the 
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orders submitted to the trading system are for the TSP’s own account, the TSP 

does not regard them as DMA orders in the client’s name, and therefore does 

not apply the DMA requirements in Directive BT to those orders and to the 

member trading applications that submit those orders to the trading system.  

This is a material gap from a risk control point of view that needs to be 

addressed.  It can also result in a form of unlevel playing field whereby client 

DMA orders are subject to specific risk controls as contemplated in the 

directives, but proprietary orders originating from client swap or CFD orders 

are not subject to the same level of risk controls, with a differential impact on 

latency of order execution.  There should be no reason why a client DMA order 

and a proprietary order that originates from a client swap or CFD order should 

be treated differently from a pre-trade risk control point of view, as they can 

have the same impact on the market. 

Given the nature of automated electronic trading and the use of algorithms 

which generate and submit a high volume of orders into the JSE’s equities 

market, the ability to manually check and validate orders before they are 

released into the market is clearly not possible. Whilst the monitoring of 

trading activity post execution by a trading member is important, this can 

never be a substitute for effective pre-trade electronic market access controls.     

It is therefore imperative for the integrity and orderly functioning of the JSE’s 

equities market that appropriate and effective pre-trade electronic market 

access controls are implemented by trading members to manage the risks 

associated with trading errors, manipulative practices, and other forms of 

disruptive trading activity.   

Proposed amendments to the JSE equities rules and directives 

Attached as Annexure A are the proposed new definitions and a proposed new 

rule 6.15 on market access controls, with accompanying amendments to 

directives BT 10 to BT 15. These proposed additions and amendments to the 

rules and directives are intended to enhance the mitigation of the risks 

associated with a TSP’s access to the JSE equities trading system.  

 

In formulating the proposed changes to the rules and directives, the JSE 

Market Regulation Division has researched and taken cognisance of market 

access rules, standards and controls which are being applied by regulators in 

other established securities markets to enhance and preserve the integrity and 
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orderly functioning of electronic trading in those markets. The draft proposals 

include important new controls and requirements pertaining to electronic 

market access which seek to reduce the potential for errors and minimize the 

risk of other forms of disruptive activity that can have a material negative 

impact on the integrity and orderly functioning of the JSE equities market.      

Importantly, the proposed rule and directive amendments are intended to 

ensure that the JSE’s market access rules and directives deal in a more 

consistent and comprehensive manner with both proprietary and agency 

orders received or generated by a member from all sources, including direct 

market access, algorithmic or computer-generated orders, as well as orders 

entered manually by a registered securities trader.  

We have provided an explanation below on the most important aspects of the 

proposed amendments to the rules and directives.  

Definitions 

“Filters” - A critical element of a TSP’s market access controls involve the use of 

pre-trade risk filters, and this term has been defined in the proposed 

amendments as being that part of a TSP’s market access controls which 

comprise a set of computerised rules, with variable parameters, that can 

determine, automatically, which orders meet a pre-defined set of criteria and 

can be submitted to the JSE equities trading system.  

“Algorithm” – This has been defined as electronic order generating software in 

which orders are generated according to a pre-programmed set of instructions, 

for submission to the JSE equities trading system. 

“Member Trading Application” (“MTA”) – Given the complex and often 

bespoke architecture of trading system software that members use to 

interface with, and access, the JSE’s equities trading system, in order to avoid 

any confusion, we have proposed to expand the scope of the existing definition 

of “Member Trading Application” to include what is currently defined as a 

member’s “Order Entry Application” (i.e. software which facilitates the 

submission of orders into the JSE equities trading system, including orders 

submitted by  a registered securities trader, as well as computer or system 

generated orders).   

Authorisations and approvals – (Proposed amendments to rules 3.50.1 & 

3.50.2) 
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Rule 3.50.1 which requires an applicant for membership to be able to evidence 

to the JSE that it is able to comply with the operational requirements set out in 

the directives, and rule 3.50.2 which requires an authorised TSP (i.e. an existing 

member) to continue to comply with the operational requirements, have both 

been expanded to include the requirement to comply with the market access 

requirements as set out in the proposed amended  rules and directives.  

 

Establishing and maintaining an appropriate system of market access controls 

and the expectations of the JSE (Proposed new rule 6.15)  

In terms of proposed new rule 6.15, a TSP is required to comply with the 

market access operational requirements as contemplated in directive BT 11, 

and establish and maintain an appropriate system of market access controls 

for the submission of orders to the JSE equities trading system.  

In making a determination as to what market access controls are “appropriate” 

to a specific TSP’s business, each TSP will be required to give due consideration 

to the size and complexity of its  operations, the nature or manner in which 

orders are generated and submitted to the JSE equities trading system (i.e. 

through algorithms, direct market access clients or manually through a 

registered securities trader), as well as taking into account the volume of 

orders being submitted to the JSE equities trading system through the TSP.  

Accordingly, a TSP that, for example, does not provide DMA to clients or 

operate order-generating algorithms, and that submits a relatively low volume 

of orders to the JSE equities trading system through a registered securities 

trader, is likely to have different requirements for its market access controls to 

a TSP that generates and submits high order volumes to the JSE equities 

trading system through the provision of client DMA services and the operation 

of order-generating algorithms.     

In terms of proposed new rule 6.15.2, the primary objective of a TSP’s market 

access controls must be to ensure that the TSP appropriately addresses the 

risks associated with access to the JSE equities trading system, by 

implementing processes and filters that promote and protect the integrity and 

orderly operation of the market, as well as restricting the financial exposure of 

the TSP to acceptable limits and ensuring that it is able to comply with the JSE’s 

regulatory capital requirements and the TSP’s settlement obligations. 
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Requirements for how market access controls are implemented by a TSP 

(Proposed new rules 6.15.3 & 6.15.4)   

Whilst the existing provisions in the directives require a TSP to implement 

specific controls in relation DMA orders, the proposed new rule 6.15.3 requires 

market access controls to be implemented and applied by a TSP to all order 

types, irrespective of the order origin (i.e. in respect of both agency and 

proprietary orders, and irrespective of whether orders are entered manually 

by a registered securities trader, received electronically from clients through 

DMA, or generated and processed automatically according to an algorithm). 

Proposed new rule 6.15.4 also contains important new requirements in 

relation to how the TSP’s market access controls (in particular its filters) are to 

be implemented and supervised by the TSP on an on-going basis.  In this 

regard, members should take cognizance of the following important proposed 

new provisions:   

Proposed new rule 6.15.4.1 states that a TSP shall not submit an order to the 

JSE equities trading system unless the order has been subject to the TSP’s 

filters. This applies to all orders, both agency and proprietary, and regardless of 

whether the order is submitted to the trading system by a registered securities 

trader or without the intervention of a securities trader.  This new requirement 

acknowledges that the risk to the integrity and orderly operation of the market 

exists for all forms of order generation and submission, and that all orders 

should therefore be subject to an appropriate set of checks applied by the 

TSP’s filters.  This approach to the consistent use of filters for all forms of order 

generation and submission is common across the jurisdictions whose 

requirements we have reviewed in conducting our gap analysis.  With 

reference to proposed new rules 6.15.1 and 6.15.2, a TSP’s filters, as an 

important component of the TSP’s market access controls, must seek to 

achieve particular objectives, and should be designed with the volume and 

complexity of the TSP’s trading operations, and the manner in which orders are 

generated and submitted to the JSE trading system, in mind.  The scope and 

complexity of each TSP’s filters may therefore differ according to the TSP’s 

assessment as to what is required to meet the requirements in proposed new 

rules 6.15.1 to 6.15.4.  

Proposed new rule 6.15.4.2 states that a TSP’s filters must be separate and 

independently controlled from an order-generating algorithm that generates 

client or proprietary orders. This requirement has been inserted to ensure that 
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there is a separate, automated check on the suitability and correctness of an 

order generated by an algorithm.  We are concerned that embedding filters 

within an order-generating algorithm is equivalent to a securities trader 

checking the suitability and correctness of their own intended actions prior to 

submitting an order to the JSE trading system, without any independent 

checks.  Filters embedded within an order-generating algorithm also increase 

the risk of a TSP effectively providing naked market access to clients, which 

would be prohibited.  We will therefore require the application of a TSP’s 

filters to be an automated process that follows the generation of an order by 

an algorithm, and for that automated process to reside in a separate 

application or system to the one where the algorithm resides.  This will provide 

for a more clearly defined control environment and an appropriate segregation 

of order generation and risk control functions.  

Proposed new rule 6.15.4.3 requires a TSP to have appropriate, documented 

processes to authorise and record any changes to its market access controls, 

including any changes to filters or filter parameters. This documented process 

will ensure that a TSP implements proper governance over its market access 

controls and is able to evidence the application of such governance.  

Proposed new rule 6.15.4.4 states that a TSP must have direct control over its 

market access controls. We view this as a critical requirement to ensure that 

the development and application of a TSP’s market access controls, including 

its filters, is not subject to undue influence by an external party, including a 

party that may have an economic interest in the orders and trades that are 

subject to the TSP’s market access controls.  Undue influence by an external 

party over a TSP’s market access controls could represent a conflict of interests 

and potentially compromise the effectiveness of those controls.   

Proposed rule 6.15.4.5 requires a TSP to implement appropriate security 
arrangements to prevent, and monitor for, unauthorised persons having access 
to its MTA and any market access controls being used by the TSP.  

 

 

JSE’s regulation and supervision of TSP market access (Proposed new Directive 

BT 10) 

In order to fulfill its regulatory responsibilities in relation to the supervision of 

TSPs and their trading activities on the JSE equities market, the JSE may 
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request such information from TSPs as the JSE deems necessary. The 

information requested may include details on the TSP’s usage of its MTA, 

including any algorithms being deployed, and any information necessary in 

order to assess the effectiveness of the measures implemented by the TSP to 

control the use of such applications. New directive BT 10 largely comprises of a 

consolidation of existing directives BT 12, 13, 14 and 15, which aim to assist 

the JSE in fulfilling its obligations as a market operator and market regulator. 

But the consolidated provisions have also been amended to ensure that the 

new directive BT 10 encompasses both client and proprietary orders, as well as 

orders generated by algorithms.   

 

Operational requirements for market access controls (Proposed new Directive 

BT 11) 

Proposed new directive BT 11 sets out the required key components of a TSP’s 

market access controls and what these controls must be designed to achieve. 

These requirements are largely contained in the current directives BT 9 and BT 

11.  But as with directive BT 10, the consolidated provisions have also been 

amended to ensure that the new directive BT 11 encompasses both client and 

proprietary orders received or generated by a TSP from all sources, including 

algorithmic or computer-generated orders, as well as orders entered manually 

by a registered securities trader, and not only DMA orders.  

Trading members should note that we are proposing that the requirement in 

the existing directive BT 10 for DMA systems to be approved by the JSE be 

removed.  Given that the requirements in relation to market access controls 

are being extended to all forms of order generation and submission, we do not 

believe that it is practical or appropriate for the JSE to assess each system or 

application that contains the member’s pre-trade risk controls prior to those 

systems being operated.  Trading members must just ensure that their MTAs 

and their market access controls meet all the requirements in the relevant 

rules and directives before they are implemented, and at all times thereafter.  

The JSE Market Regulation Division does, however, recognise that there are 

useful prompts in the current DMA application form that list some of the 

specific issues that trading members need to consider and address in 

implementing MTAs, albeit only those MTAs that provide DMA to clients.  The 

JSE Market Regulation Division is going to consider whether the value of the 

information in the current DMA application form, as a prompt for some of the 
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issues that trading members need to consider in implementing MTAs and 

market access controls, can be retained in some way, perhaps by incorporating 

the information in the application form in some form of guidance that the JSE 

Market Regulation Division could issue.  

There is one important point in the DMA application form that needs to be 

specifically incorporated in Directive BT 11 given that the application process is 

being dispensed with, which is the requirement that off book trades may not 

be submitted by clients to the JSE equities trading system through an MTA that 

permits or facilitates DMA. This requirement has been inserted as Directive BT 

11.1.6.  An MTA that provides for DMA may  only be used for the submission of 

client orders to the trading system and not the submission of pre-negotiated 

trades.  A TSP must determine that an off-book trade meets the relevant 

criteria in the rules before it can be submitted to the trading system, and this 

determination cannot reasonably be achieved by a computerized application 

without any human intervention.   

  

Trading member oversight of filter effectiveness (Proposed new rule 6.15.5 

and directive BT 12)  

As with any system of internal control, it is important for a member to analyse 
the effectiveness of such controls and the manner in which they are operating 
on an on-going basis, to ensure that the overall objectives of implementing 
such controls are being achieved.  

In order to ensure that its filters and related parameters are relevant and 
operating effectively, in terms of rule 6.15.5, a TSP will be required to 
implement appropriate processes, as described in directive BT 12, for the 
ongoing monitoring of the TSP’s trading and order activity to ensure that the 
TSP’s market access controls are working as intended and operating 
effectively.  

In terms of directive BT 12, a TSP will be required to analyse the following data 
at an appropriate frequency, through appropriately qualified and experienced 
personnel:   

- orders prevented by filters from being submitted to the JSE equities 
trading system in order to ascertain if such orders were caused by a 
possible trader input error, client error, or an order-generation 
algorithm malfunction; and  
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- abnormal trade prices or unusual trading patterns that may indicate 
a potential failure of a filter to prevent orders from being submitted 
to the JSE equities trading system that could be harmful to the 
market in some way.  

Should this analysis indicate that the filters are not working as intended or are 

not effective in achieving their objectives, a TSP will be required to take 

appropriate remedial action and make the necessary adjustments to its filters.  

In order to evidence that the above oversight role has been performed 

effectively, a TSP will be required to generate and retain appropriate exception 

reports and audit trails, including the results of monitoring and any action 

taken or decisions made to amend the filters.  

 

TSP’s direct control of market access controls (Proposed new directive BT 13) 

The JSE Market Regulation Division recognizes that appropriate market access 

controls often require the use of sophisticated technology.  This technology is 

usually developed or supplied by external parties and not the member firms 

themselves.  Those external parties could be independent technology 

providers, or they could be companies associated with the member firm, such 

as fellow group companies.  Given that a member firm will want to utilize the 

most cost-efficient technology that is most appropriate for the profile of its 

trading activities, and that can meet all the requirements in the rules and 

directives, the JSE Market Regulation Division would not want to impose 

unreasonable constraints on where a member should source that technology 

from.   

However, in developing and implementing market access control technology, a 

member must be cognizant of any possible conflicts of interest that may exist 

between its trading operations and the system of market access controls that it 

implements, and it must ensure that such conflicts, if they exist, are properly 

managed and that its market access controls are not undermined or subject to 

undue influence. Proposed new directive BT 13 requires a TSP to take specific 

steps to avoid any conflicts of interest in circumstances where an external 

party is involved, in any manner, in the design, development and/or 

maintenance of the systems or applications that contain the TSP’s market 

access controls, and where the external party is a party to trades executed by 

the TSP, or indirectly participates in the economic effect of trades executed by 
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the TSP, including through a derivative instrument.  The TSP must ensure, in 

these circumstances, that the external party has no undue influence over the 

appropriateness of the design of the market access controls and the effective 

operation of those controls.  Therefore, if, for example, a TSP implements 

market access control technology provided by a fellow group company, and 

that group company is also a trading client of the TSP whose orders will be 

subject to the application of the TSP’s market access controls, the TSP must 

take specific steps to ensure that the design and operation of the market 

access controls have not been unduly influenced by the group company and 

trading client in a manner that could, for example, favour the client by 

providing them with the lowest possible trade latency but compromise the 

effectiveness of the controls. 

Proposed new directive BT 13 also requires a TSP to be able to exercise direct 

control over the implementation and operation of its market access controls, 

including any filters, and any amendments to those controls.  This will ensure 

that a TSP’s market access controls are not subject to undue interference by 

any other party, and that a TSP can immediately take appropriate action to 

amend any of its controls if the circumstances require such action. The JSE 

Market Regulation Division recognises that a TSP may have options regarding 

the environments in which its market access controls may be hosted, and that 

different hosting options may provide the TSP with different levels of access to 

the systems or applications in which the market access controls reside.  

Regardless of whether the relevant systems or applications are hosted in an 

environment where the TSP can access them directly, or whether they are 

hosted in an environment where the TSP has to request an external party to 

upgrade or amend the relevant systems or applications, the TSP must have an 

unfettered ability to exercise sole and ultimate control over its market access 

controls.  

 

 

##### 


